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Microsoft Azure Quick Start Guide

Haivision Gateway 3.4 on Microsoft Azure

ﬂ
DZE—

== Microsoft Azure

This quick start guide describes how to create and configure a virtual Media Gateway/SRT Gateway
server on Microsoft Azure. For detailed configuration and operation information, please refer to the User's
Guide.

About Microsoft Azure

Microsoft Azure is a cloud computing platform for building, deploying and managing applications and
services through a network of hosted data centers. Microsoft Azure allows you to deploy and manage
your Haivision Media Gateway/SRT Gateway instances in this global network. For more information,
please visit:

http://azure.microsoft.com

About Media Gateway/SRT Gateway

The Haivision Media Gateway/SRT Gateway serves as a bridge between video infrastructures, and is used
to distribute live video to multiple sites, or to aggregate live video from multiple remote locations.
Powered by Haivision's SRT (Secure Reliable Transport) technology, the Haivision Media Gateway/SRT
Gateway is ideal for transporting high-quality, secure live video across public and private networks.

Before You Start

You must have an active Microsoft Azure account to sign in to Azure Portal. For evaluation purposes you
can subscribe to Azure for a trial period. For more information, please visit: http://azure.microsoft.com/
en-us/pricing/free-trial/

With Microsoft Azure, you must "bring your own license” (BYOL) for the Haivision Media Gateway/SRT
Gateway. You can choose from different licensing options. Please contact your Haivision representative
to discuss your options. See Licensing Your Server for details.

Creating a Virtual Server

1. Sign in to your Azure account: https://portal.azure.com

HMG and HSG 3.4 1 Generated on: 2024-01-24 02:39:23
Microsoft Azure Quick Start Guide HVS-ID-QSG-MGAZ-3.4


https://doc.haivision.com/display/HMG34/User%27s+Guide
https://azure.microsoft.com/
https://azure.microsoft.com/en-us/pricing/free-trial/
https://portal.azure.com

HAIVISION

www.haivision.com

2. After you have successfully signed in to the Azure portal, click the
Resource.
3. Note

= jcon and click + Create a

Multiple versions may be available in the Azure Marketplace. We recommend using the latest
version, unless interoperating with Haivision Media Platform where the version is dependent

on the HMP version.

Categories

Al + Machine Learning

Halvision
SRT
Gateway

= Microsoft Azure A Search resources, services, and docs (G+/) &
Home > New >
Marketplace » X
My Saved List l £ haivision X Pricing : All Operating System : All
Recently created publisher : All
Service Providers

Showing All Results 4 E

Haivision Media Gateway Haivision SRT Gateway 3.3.0
Analytics 3.3.0 Haivision
) Haivision Low latency live broadcast video
Blockchain .
Low latency live video streaming and streaming and protocol conversion
protocol conversion including SRT including SRT over Internet.
Compute
over Internet.
Containers
v <o
Databases
4. Click Create.
Home > New > Marketplace >
Haivision SRT Gateway 3.3.0 = X

Haivision

TRy  Haivision SRT Gateway 3.3.0 © saeforater
SRT Haivision
Gateway

Overview  Plans

The Haivision SRT Gateway enables low latency live video streaming and conversion between protocols including RTP, RTP-FEC, RTMP,
RTSP, HLS, TS over UDP, and the open-source SRT protocol for bridging between networks and distributing streams across multiple
destinations. Available on Microsoft Azure, the Haivision SRT Gateway helps broadcasters with live production contribution, backhaul,
remote monitoring, bi-directional live interviews, and video distribution.

Useful Links

Apply for a Free Trial

Product Information

Haivision SRT Gateway on Azure Datasheet
About the SRT Protocol

Quick Start Guide

Setting Up Your Server

To set up your virtual server, complete each of the sub-sections as described below.

Basics
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Home > New > Marketplace > Haivision SRT Gateway 3.3.0 >

Create Haivision SRT Gateway 3.3.0 X

Basics  Infrastructure settings Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @ [ Azure subscription 1 v

Resource group * @ [ v

Create new

Instance details

Region* © [ East US v ‘

Virtual machine name * © ‘ ‘

SSH public key * ©

@ Learn more about creating and using SSH keys in Azure

‘ Next : Infrastructure settings > ‘
1. In the Basics section, specify a subscription plan.

2. For Resource Group, select an existing resource group. Click Create New to create a resource
group, if necessary. For more information on resources, visit: https://docs.microsoft.com/en-us/

azu re/azure—resou rce—manager/resou rce-group-portal

Note

The resource group must be composed of the characters A-Z, a-z, 0-9, period(.), hyphen (-),

and/or underscore ().

3. Select a region, corresponding to the geographical location closest to the ingest source and/or
egress source of your virtual server. This ensures the lowest latency for your Media Gateway/SRT

Gateway traffic.
4. Enter a name for your virtual machine instance.

Note

The name must be composed of the characters a-z and/or 0-9.

5. Generate a SSH public/private key pair for admin access to your virtual server. Typically, this is

done on the computer that you will use to manage the server.

Note

SSH access to the Gateway’s Console Ul is only allowed via SSH public key. After deploying
the virtual server, you can use this console to enable access for other administrators by

uploading their public keys.

You can generate an OpenSSH public key with tools like ssh-keygen on Linux and OS X, or
PowerShell on Windows. For details, see https://docs.microsoft.com/en-us/azure/virtual-
machines/linux/ssh-from-windows and https://docs.microsoft.com/en-us/azure/virtual-

machines/linux/mac-create-ssh-keys.

6. Copy and paste your public SSH key into the SSH public key field. Never share the private key.
7. When you are satisfied with your settings, click Next: Infrastructure Settings.
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Infrastructure Settings

1. For Virtual Machine Size, click Change Size.
2. Select from the recommended pricing tiers (D2, D3, A2 Standard, etc.) and click Select. For details
see: http://azure.microsoft.com/en-us/pricing/details/virtual-machines/

Select a VM size X
|/Q ISearch by VM size... | Display cost : Monthly vCPUs : All RAM (GiB) : All +7 Add filter
" Most used sizes by Azure users
Showing 12 of 315 VM sizes. |  Subscription: Azure subscription 1 |  Region: East US |  Current size: Standard_D4s v3 |  Learn more about VM sizes
VM Size Ty Family Ty vCPUs Ty RAM (GiB) Ty Data disks Ty Max IOPS T Temp storage (GiB) Ty
DS1.v2 ~ General purpose 1 35 4 3200 7
D2s_v3 M General purpose 2 8 4 3200 16
B2s A General purpose 2 4 4 1280 8
Bls M General purpose 1 1 2 320 4
B2ms A General purpose 2 8 4 1920 16
B1ms ~ General purpose 1 2 2 640 4
Blls A General purpose 1 0.5 2 160 4
DS2.v2 A General purpose 2 7 8 6400 14
B4ms ~7 General purpose 4 16 8 2880 32
D4s_v3 A General purpose 4 16 8 6400 32
DS3_v2 ~ General purpose 4 14 16 12800 28
D8s_v3 ~ General purpose 8 32 16 12800 64 e
»
See all sizes
Note

Currently, we only recommend pricing tiers D2 and D3. Using tiers with lower CPU resources
may result in poor performance.

3. For Public IP address, click Create New and select the desired options.

4. Enter a Domain Name Label prefix. If specified, a DNS record is created for the public IP, using this
prefix plus the cluster location’s FQDN.

5. When you are satisfied with the settings, click Next: Review + Create.

Review + Create

1. Review your settings. You can go back to previous sections to make any necessary changes or
corrections.
2. When you are satisfied with the summary, click Create.

Creating your server instance can take several minutes. After the deployment completes, you can sign in.
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Home >
. haivision.srt-gateway-3-3-0-20200615212440 | Overview =
Deployment
|,O ISearch (Ctrl+/) | « @ Delete (V) Cance \1| Redeploy O Refresh
<+ Overview o We'd love your feedback! —>
B2 Inputs
= outputs @ Your deployment is complete
) Template Deployment name: haivision.srt-gateway-3-3-0-20200615212440  Start time: 6/15/2020, 9:25:37 PM

Subscription:  Azure subscription 1 Correlation ID:  24c967dc-6511-4eda-adba-c8253183766(
Resource group: ResourceGroup

v Deployment details (Download)

/N Next steps

Go to resource group

Signing in to Your Server

Accessing the Web Interface

Note

Internet Explorer is no longer supported. We recommend using Microsoft Edge or Google Chrome.

1. You need certain information from the Azure portal page to sign in to your server. We suggest
opening a separate tab in your browser.

2. In the Azure portal browser tab, click the = icon and click Home.

Click Virtual Machines.

4. Click on the Media Gateway/SRT Gateway virtual machine resource. Find and copy the server's
DNS name or Public IP address.

W
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Home > Virtual machines

K1 HSG33 »

Virtual machine

| Eearch (Ctrl+/)
2

] «

Overview
Activity log

1, Access control (JAM)
L

Z? Diagnose and solve problems

Tags

Settings

4 Networking
& Connect
Disks

Size

Security

& @ & w

Advisor recommendations

&

Extensions

& Connect G Restart [] Stop &I Capture
Resource group {change)

TRG

Status

Running
Location
East US
Subscription (change)

Azure subscription 1

ption ID
be010a54-6ace-4752-Baef-e4aad0B8a2d3c

Subs:

Computer name

HSG33

Operating system

Linux (centos 7.5.1804)

Size

Standard Dds v3 (4 vcpus, 16 GiB memory)
Tags (change)

Click here to add tags

fi] Delete

(D Refresh

Azure Spot

N/A

Private IP address

10.0.0.4
Public IP address (IPvE)
Private IP address (IPv6)

Colocation status

N/A

Virtual network/subnet

H5G33-vnet/Subnet-1

DNS name
hsg.eastus.cloudapp.azure.corr

)

5.

In a new browser tab, paste the DNS name into the URL bar. A message may appear warning that

the connection to the server is untrusted. This is normal, and you can safely continue. The sign-in
screen of your server appears.

6.

In the Azure portal browser tab, find and copy the server's Subscription ID. On first start up of your

server, the Subscription ID is the password for signing into the web interface.

B overview
B Activity log
Ho. Access control (JAM)

L Tags

Jb Diagnose and solve problems
Settings

22 Metworking

& Connect

Drisks

Size

Security

& ¢ 4w

Advisor recommendations

or

Extensions

Resource group (change]

—
W

—

Status

Running

Location
East US
Subscription (change)

Azure subscription 1

[

Subscription D
be010a54-6acd-4752-Baef-edaad08a2d3c

LL'I'][_'[.'.'—_' name

H5G33

:_:|\r"'A|II'|f_'| iz*1-"|'

Linux [centos 7.5.1804)

Size

Standard Dds v3 {4 vcpus, 16 GiB memory)
Tags (change)

Click here to add tags

o

Azure Spot

MR

Public IP acddress
3.82.145.235

Private [P address
10.0.0.4

Public IP address (IPw6)

Private I[P address (IPvE)

Colocation status
N7A

Virtual network/subnet
H5G33-vnet/Subnet-1
DMS name

hsg.eastus.cloudapp.azure.com

7. @ Tip

The Subscription ID is the initial password for all user accounts.
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Haivision Gateway

SIGN IN

8. Click the Sign In button. A License Required modal appears. See Licensing Your Server to obtain a
license.

Accessing the Console Ul

You can log in to virtual server's Console Ul via a Secure Shell (SSH) client (e.g. Terminal in Mac OS X or
PowerShell on Windows).

Note

You must have a private RSA key corresponding to the public key with which the virtual server was
configured. See the "Basics” heading in Setting Up Your Server.

1. In a terminal window, enter the following command:
ssh -i ~/.ssh/<private-key_rsa> hvroot@<public-ip-address>

The Console Ul appears.
2. In the navigation sidebar, use the 11 (up and down arrow) keys to highlight menu items, and then

press the Enter key.
3. Change settings as necessary.

Important

Network configuration settings are controlled by Microsoft Azure. Do not change them using
the Haivision Console Ul.

4. Press the Enter key to save your changes and return to the main screen.
5. Select Log Out and then press the Enter key to exit the Console Ul.

For more details, refer to Using the Console Ul with Haivision Hardware.

Licensing Your Server

Before creating routes in your virtual server, you must obtain a license from Haivision by providing your
server's Resource ID.

Note

Without a valid license key, you can sign in, but you cannot create or edit routes.
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To obtain a license:

1. On the left pane of the Virtual Machine, scroll down under Settings and click Properties.
2. Copy the Resource ID.

sal machine

1 HSG33 | Properties >
Virtual maching
earch (Ct
- Azure Spot eviction polic
Lonne
MN/A
£ Disk
B size Azure Spot eviction type
@ security N/A
% Advisor recommencdations ~
Hast ID
3 Extensions
MNone E
i Continuous delivery
B Availability + scaling Proximity placement group
& Configuration
Identity eLource
e /subscriptions,/bc010a54-6acd-4752-Baef-edaad08a2d 3c/resourceGroups/ TRG/ providers/Microsoft. Compute/virtualMac E

0 Jocks

3. To request a license for your product:

Log in to the Haivision Support Portal (https://support.haivision.com).

After logging in, click License Requests.

Click the New button.

Select the appropriate device type and click the Next button.

Fill in the form with the appropriate information, and click Save.

Your license request is submitted and you will be contacted by a Haivision representative shortly
with a license key for your product.

0canTo.

Note

The license you receive is bound only to the Media Gateway/SRT Gateway instance
corresponding to the Resource ID you submit.

4. After you receive your license, sign in to your server. You should be prompted with a License
Required message. Click Add License.

5. Copy and paste the license for your server into the New License field.

6. Click Update License.

Your virtual server is now licensed and available. For more information on licensing, please refer to the
User's Guide.

Modifying Network Security Rules

Your virtual server can receive and redistribute SRT streams. You must first verify that the Security Group
is set to your network configuration, and you must open a UDP Port for your network if you want to use
SRT Listener mode.

1. In the left pane of your Virtual Machine, under Settings click Networking.
2. Click Add inbound port rule to add a new security rule for incoming UDP traffic for SRT listener.
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HSG33 | Networking

r f_:'

H Search iR+

Sattings

Inbaund part rules Cuthound port rules Application security groups

£ Networking

L L Met@ork security graup H3GI5-security tamtached to subnet Subnet-1]
¥ Connect Irpacts 1 sidrsts, O netynrk irterdaces

B ok Prigrity Name Fari

B size 1100 d ssh a2

9 Security bt ]

& Addisor recommendations 100 batps 443

[ Extersicns 5000 A

@ Continuous deliery 500 Allowazurel sadBalawernBa.., Ay

® Avalability + scaling 63500 DenylinBzund Ay

Cremrview HSG3I3-mic
B acivity log IF configuration {1
Access caniral 1AM nozrfigl (Primary! r
# Togs . .
= @ Network Interface: HSG33-nic Effective security rubes Topalogy
¥ Diagnose and soke problems Wirlual metwyorkfabmet: H3GE33-vmelSubne HIC Public IF: ipDi MIEC Brie

ate [P 10.0.0.4

Load balancing

Pratooal

Avceleraled metworking: Disabled

[ FAudd inbound port rule ]

Source Destinatian
Any Any
Any Any
Any Any

fifualMetwork WirtualMetwar

AniralaadBalai e

Any

In the dialog that opens:

* Under Source, click Any.

* Enter "*" in the Source Port Range field.

* Under Destination, click Any.

» Specify a Destination port range corresponding to the ports you wish to use for SRT streaming.

* Under Protocol, click UDP.

e Under Action, click Allow.

» Enter a Priority for handling rule execution on incoming network packets. The default value is
usually acceptable.

Enter a Name for the inbound security rule (e.g. SRT1).
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& Add inbound security rule X

HSG33-security

&7’ Basic

Source * O

[ Any v

Source port ranges * ©
E l
Destination * ©

[ Any v

Destination port ranges * ©
[ 8080 |

Protocol *
Any TCP uDP [SD)

Action *

Dery

Priority * ©

[1310 |

Name *

| Port_8080 I

Description

[ Add |
4. Click Add to activate this rule.

Note

For more information on SRT, please refer to the User's Guide and the SRT Deployment Guide .

Stopping the Instance

(¢ ) Important

Please be aware that simply shutting down your server via the Console Ul does not deallocate your
instance, and you will continue to be charged for the running instance. To avoid unwanted charges,
you must stop the virtual machine.

To stop your server instance:

1. Navigate to Virtual machines in the Azure portal.
2. Find and click on your Media Gateway/SRT Gateway virtual machine, then click Stop.

e » Virtual machines

3 HSG33 =

parch (Ctrl+/) |« & Connect  Restart [ (] Stop ) B Capture [i] Delete () Refresh

Owerndiew Resaurce group (change) : ResourceGroup Azure Spot © SR
B Activity log Status Runining Public IP address 2188.15282
. e Location East US Private IP address 0.0.4
Access control (IAM)
Subscription {change) Azure subscription 1 Public IP
® Tags
Subscription 1D beC Private IP ai
£ o agnose and sohwe problems
: Computer name HSG33 Colocat N/A
Settings Operating system Linux [centos 7.5.1804) Virtual r net
& Networking Size Standard Dds v3 (4 vepus, 16 GIB memory) DNS name : hsgeastus.c 2, AT
& Cannect Tags (change) Click here to add tags
&
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Obtaining Documentation

This document was generated from the Haivision InfoCenter. To ensure you are reading the most up-to-
date version of this content, access the documentation online at https://doc.haivision.com. You may

generate a PDF at any time of the current content. See the footer of the page for the date it was
generated.

Getting Help
General Support North America (Toll-Free)

1(877) 224-5445

International
1(514) 334-5445
and choose from the following:
Sales - 1, Cloud Services - 3, Support - 4
Managed Services U.S. and International
1(512) 220-3463
Fax 1(514) 334-0088
Support Portal https://support.haivision.com
Product Information info@haivision.com
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