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Microsoft Azure Quick Start Guide

Kraken 3.3 on Microsoft Azure
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== Microsoft Azure

This quick start guide describes how to create and configure a virtual Kraken server on Microsoft

Azure. For detailed configuration and operation information, please refer to the User's Guide. For the
default credentials, refer to the Important Notice (postcard shipped with appliances). You may download
the Important Notice as well as the latest software and Release Notes through the Download Center on
the Haivision Support Portal.

About Microsoft Azure

Microsoft Azure is a cloud computing platform for building, deploying and managing applications and
services through a network of hosted data centers. Microsoft Azure allows you to deploy and manage
your Kraken instances in this global network. For more information, please visit: http://
azure.microsoft.com

About Kraken

Haivision Kraken can encode or transcode real-time motion imagery streams to optimize video quality
over constrained networks and datalinks. Kraken uses Microsoft’s global network of cloud regions and the
public internet to distribute high-quality and encrypted full-motion video to multiple destinations for use
in defense and ISR applications. As a transcoder, Kraken ingests compressed video data in a broad range
of common streaming formats and converts that video stream to the most efficient standards-based
formats (H.264 or HEVC) with stream settings suitable for downstream networks or video distribution
systems. Kraken is specifically built for the task of transcoding to disseminate information in a format
required by downstream networks, exploitation systems, and viewers, with the lowest possible delay,
while preserving metadata with frame-accurate synchronization. Kraken provides powerful metadata
management tools to aggregate multiple sources as required to save bandwidth while preserving
geospatial context.

The following features have been disabled or modified on the Kraken Azure Web interface:

1. Network settings are read-only.
2. Upgrade is disabled.
3. SAP is disabled.
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4.

Note

This disables the legacy REST API. To access the APl documentation for the current REST
API, append /apidoc to the end of the Kraken URL. See Accessing the REST API (in

the Kraken User’'s Guide).

Before You Start

You must have an active Microsoft Azure account to sign in to the Azure Portal. For evaluation purposes
you can subscribe to Azure for a trial period. For more information, please visit: http://
azure.microsoft.com/en-us/pricing/free-trial/

With Microsoft Azure, you must "bring your own license” (BYOL) for Kraken. You can choose from
different licensing options. Please contact your Haivision representative to discuss your options.
See Licensing Your Server for details.
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Creating a Virtual Server

—_

Sign in to your Azure account: https://portal.azure.com

2. After you have successfully signed in to the Azure portal, under Azure Services, click + Create a
Resource.

3. Type "Haivision" in the search box and select "Haivision Kraken Transcoder”.

Microsoft Azure E L Search resources, services, and docs (G+/)

Home >

New X

| 2 Haivi

Haivision Kraken Transcoder
Haivision Media Gateway

Haivision SRT Gateway
Recently created

Al + Machine Learning Ubuntu Server 18.04 LTS

) Learn maore
Analytics

4. On the Kraken start page, click Create.

Home > New >

Haivision Kraken Transcoder = by

Hanasion Systems Inc

Haivision Haivision Kraken Transcoder < e
Hanasion Systems inc

[ Start with a pre-set configuration ]

Want to deploy programmatically? Get started

Kraken

Overview  Plans

Hanasion Kraken can encede or transcede real-time moton imagery stréams to optimize vided guality over constramed netwarks and datalinks. Kraken uses
Micrasoft's global network of cloud regions and the public intemet to distnbute high-guality and encrypted full-motion wdeo to multiple destinations for use in
defense and ISR applications. As a transcoder, Kraken ingests compressed video data in a broad range of common streaming formats and converts that wideo stream
to the most efficient standards-based formats (H.264 or HEVC) with stream settings suitable for downstream networks or video distribution systems. Kraken addresses
the inherent bandwidth limitations of mission critical network links, while maintaining real-time low latency transmission of vital video and metadata. Kraken is
specifically built for the task of transceding to disseminate information in 3 format required by downstream networks, exploitation systems, and viewers, with the
lgwest possible delay, while preserving metadata with frame-accurate synchronization. Powerful metadata management tools allow Kraken to aggregate multiple
sources as required 1o save valuable bandwidth while preserving geospatial context.

Useful Links

Product Descriptain

Quick Start Guide
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Setting Up Your Server

To set up your virtual server, complete each of the sub-sections as described below.

Basics

Home > N Fivis Ti

New > Hanasion Kraken Transcoder

Create a virtual machine *

Basics Disks  Networking Management Advanced Tags Review + create

Create 3 virtual maching that rung L or Windows. Select an image from Azure marketplace or ute your cwn customized
wrage. Comple By f Ririgw + Craate 10 prévaiion 3 wirtedl machang with default parametins of rivinw $ach b
for full customazation. Lear

Froject details

Sedect the subseription 1o manage deployed resources and costs. Use resource groups like folders to organize and manage all
o urcEs,
Subscription * (D Frae Trial L
Resource group = (0 Mesw) Resource group e
Create new

Instance details

Virtual machine name * @ | |

Region = (D W5) East LS e
Availability eptions & Mo infrastructure redundancy required hd
image * (& Harasion Kraken 3.3.0 - Genl A

Browse all public and private images

Azure Spot Instance (0 O ves () no
Review + create Privvious Mot : Digks »
1. In the Basics section, specify a subscription plan.

2. For Resource Group, select an existing resource group. Click Create New to create a resource
group, if necessary. For more information on resources, visit: https://docs.microsoft.com/en-us/
azure/azure-resource-manager/resource-group-portal

Note
The resource group must be composed of the characters A-Z, a-z, 0-9, period(.), hyphen (-),
and/or underscore ().

3. Select a region, corresponding to the geographical location closest to the ingest source and/or
egress source of your virtual server. This ensures the lowest latency for your Kraken traffic.
4. Enter a name for your virtual machine instance.

Note

The name must be composed of the characters a-z and/or 0-9.
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5. For Size, select from the recommended pricing tiers (D2, D3, A2 Standard, etc.). For details see:
http://azure.microsoft.com/en-us/pricing/details/virtual-machines/

shboard * Hakvision Kraken Transooder

Create a virtual machine ®
........... 5 Your recently used sizes
Wirtual rraching A Sanclad D2 - 2 vepars, 7 GiB memorny (CAS1 3651 /month)
Region * Stanclad NCG_ Promo - 6 wpis, 56 Gafl memong (CASIN00 1 fmanth)

Stanclaid [h wd - 2 wopins, & Gl memony (CASED06 month)
Ay slsbfity optiont
Recomimended by image publishers

fmage * Barsie_AD - 1 vepa, 075 Gall momone (CAS15.01 /mosth)

Bk _AT - 1 vepal, 1,75 Gof memony (CAS20 7 month)

Anurg Spol indlsnog
Bk A2 - 2 wpas, 15 Glll mamsory (DAL T 540 momh)

Size * Standlaed D2 ?wp-:ﬁ_i.’-ﬁ e ey (CAL1 16 S i onith] s

Sellect sare

Administrator secount

Aurthentication type (®) ssmpublic key () Password

0 Azurs now sutomatically generates an S5H ky pair for o and allowi yeu

A otara ot dor fihrs sine 1 & fart swvnds il sacies s B F et o

Note

Size should be based on the considerations of performance, space and pricing. For
recommendations on sizing, see https://azuremarketplace.microsoft.com/en-us/
marketplace/apps/haivisionsystemsinc1580780591922.haivision-kraken?tab=PlansAndPrice.

6. Set up the Admin account by choosing “SSH public key” for the Authentication type and entering
“hvroot” for the Username.

7. Generate an SSH public/private key pair for admin access to your virtual server. Typically, this is
done on the computer that you will use to manage the server.

Note

SSH access to Kraken’s Console Ul is only allowed via SSH public key. After deploying the
virtual server, you can use this console to enable access for other administrators by
uploading their public keys.

You can generate an OpenSSH public key with tools like ssh-keygen on Linux and OS X, or
PowerShell on Windows. For details, see https://docs.microsoft.com/en-us/azure/virtual-
machines/linux/ssh-from-windows and https://docs.microsoft.com/en-us/azure/virtual-
machines/linux/mac-create-ssh-keys.

8. Copy and paste your public SSH key into the “SSH public key” text box. Never share the private
key.
9. For basic inbound ports, select ssh, http and httpd.
10. When you are satisfied with your settings, click Next: Disks.
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1. Select the OS disk type. Disk size for Kraken Azure should be based on the considerations of
performance, space and pricing.

2. When you are satisfied with your settings, click Next: Networking.

Networking

—_

For the Public IP address, click Create New and select the desired options.

Enter a Domain Name Label prefix. If specified, a DNS record is created for the public IP, using this
prefix plus the cluster location's FQDN.

3. When you are satisfied with the settings, click Next: Review + Create.

Review + Create

1. Review your settings. You can go back to previous sections to make any necessary changes or

corrections.
2. When you are satisfied with the summary, click Create.

Creating your server instance can take several minutes. Once the VM creation is done, it can be found on
the VM Machines page.

s hilbeoaend
Virtual machines = g
Vgt vriazen Sotions g

b b (5 Resereations Echt cobsmns ) Redrmby
Subseriptions: All 2 sbectond - Don't w4 wubisniption® Open Deectony + Subdatrption o

Al mibcigitean hatl | Al R ¢ AEREpT Aty s Al kcatenig il Al Radyi A Mo i e

Enemi
D Name TL Type T3 Seatug Eatoures group T. Loeation Ty Sdrrce Msntenanos seatul Saiberiplic
D BB rakens 103040 oo -Sanit— Visbual machine Funnng TEAMCITY- KRAKTN-Fo.  Hioath Central LG T e AppSW Dy
OB prrvmbriiinass: Vit m s hine Faaled s ity Kiaken Pagker  Boath Central UG Marbetplace AppSW [
D [} e bonaken Wnrtnisl o hang Fuinunanicy EAMCITY - KRAKT M- P Moath Cential LS [F AppaW [

See Signing in to Your Server.
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Signing in to Your Server

Accessing the Web Interface

1. On the VM Machines page, click the link for the Kraken Azure instance to view the details for the

VM:
Duashboard >
Virtual machines # b
Tavircion Syt ing
+ add (D Reserations == Ede cobamns () Redresh sogntags [ St Restan [ Sty o
Subscriptiona: All 2 sebeatend - Don't wee 2 wibaoiption™ Open Diecctory + Subsription wiings
[Fmer by name | [ Anatsergnions | [ Alvessunce geoups | [ annpes w | [ A ioeations s || Al w | | Mogouping ~
Snems
|:| Name Ty Type T2 Satay Resource group T) Loswion Ty Source Mginnenamon eahat Suibmeriptic
D BB jaken 10 304 Lo Saedt— Virtus] machine Fumnang TEAMCITY KRAKEM P Moath Central LG T e AppSN Dy
D B phorvanbrkd 38262 Wirtual ma hine Faabed Team Ciy- Eraken- Packer Mosth Centrall UG Blarketplice AppaN T
D [ =] o ot ke Wirtual machine Funnng TEAMCITY . KRAKI NP Moath Central LG Tem e Appan [
© Tip
The Kraken Web Interface can be accessed with Kraken Azure VM’s Public IP address.
2. Click the Public IP address the link to open the Web Interface.
Home > Virtual mashimes
KA Kraken-demo = ®
Wirtual mahine
£ Search {Cirl+ P & conmect [> ot O kestart [ stop BE cCophwe [0 Dolete ) Retiesh
B Ouenview Ru=soance dpeonape [ hamege} @ TeamCoty- Kvabon-Packe Aurure Sl A
B Actwity kog Slahs - Famiindgy Pubdic 1F st eas Bh5LENLTAT
R AOOES connol (M) Lescaticsn © Hoath Cemtrsl U5 Paieate 1P Judcdress 1000
* Tags Sk raprtecn [ghange) o ARV DeaDp Puibdel BP i s (IPWE)
Subrscriptcn 10 © PabetA - G131 Ao o FONATTAT G Faivale 1P address (IP] - -
ﬁ D raceia Janedl Saodvs problems
Computor name © Kraler-domo Wirheal petetbubned © plnmdgnedagntyplendgnagrib
Settings Dgedabang systiem © Linis [eendos 78 2003) DS name Conlgure
S Mo king Sl - Slandaad D5 3 (2 vops, & Gl momony]
& Connect LEST A L = Cletk B bo il Lags
B vhis *
B s
Showe data for Lt Ghoips 12 hoaais 1 T 0
@ seanity = dp Tibes Mdss
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3. Sign in to the Kraken Web interface, using the default administrative user name and password.

Haivision Kraken 3%

Sign In

4. Please refer to the Important Notice ( available from the Download Center on the Haivision Support
Portal) for the default login credentials.
See Licensing Your Server to obtain a license.
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Accessing the Console Ul

Note

You must have a private RSA key corresponding to the public key with which the virtual server was
configured. See the "Basics” heading in Setting Up Your Server.

1. In a terminal window, enter the following command:
ssh -i ~/.ssh/<private-key_rsa> hvroot@<public-ip-address>

The Console Ul appears. Note that the Root user is disabled; however, Root commands can be run
with sudo.

2. In the navigation sidebar, use the 11 (up and down arrow) keys to highlight menu items, and then
press the Enter key.

3. Change settings as necessary.
Important

Network configuration settings are controlled by Microsoft Azure. Do not change them using
the Haivision Console Ul.

4. Press the Enter key to save your changes and return to the main screen.
5. Select Log Out and then press the Enter key to exit the Console Ul.

For more details, refer to Using the Console Ul with Haivision Hardware.
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Licensing Your Server

Before beginning to transcode or encode video, you must obtain a license from Haivision by providing
your server's Resource ID.

Note

Without a valid license key, you can sign in, but you cannot encode or transcode video.

Generally, Kraken uses the Azure Resource ID instead of MAC address for licensing. The Kraken license
service on Kraken VMs periodically retrieves the VM information (including the Resource ID) from
the Azure metadata service for license validation.

You can find the Kraken Azure Resource ID on the Properties page of the Kraken VM or on the Kraken
Licensing page as shown in the following procedure.
Home > Virhad machines

1! Kraken-demo | Properties

B Lo

i o = - Ao 5pol cvichion Type

@ Conliquiation LU
Wlentity
Hced I
Faopealie= T E
Lawlit
R et lomplalis Proeamity pla cm ent gicup
Cpirationd
2 Rtion Fewaoe 0
S AT ST S b o P abe e 0 612 1 deed- i by F6%1 T4 P60 resounc el roupe TeamCly Keaken: Pac e provide e Miceosod LT oo e virhaiilac hinew Kraken-demo
& Bk

Location
& [ersten ey
Heaiih Contial LK

B updaie sanagesednl
B iweeniony Fovadlability e

L Choanpe eadking Hane

B Confapinfon mansgement [ eSO RO

= Polick= Toamd ify-Keaken: Packer Eg
o Euniomeand =

To obtain a license for the Kraken Azure server:

1. Sign in to the Web interface using one of the credentials provided in the Important Notice.

2. Click the %% Administration icon on the toolbar (the settings gear) and click Licensing from the
sidebar.
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Haivision Kraken gaa

Welcome haiadmin (Sign out) -ﬁ

Licensing Save Settings

Licensing

Cloud License

Resource ID

Upgrade Version Limit

Hardware Accelerat

MPEG-2 vide:

HEVC video encoder

KLV option
Streams allowed
Active stream load

Load calculated based on

Bypass mode s

The Licensing page provides three pieces of information required to generate the Azure license:
« MAC Address

e Cloud License
e Resource ID

3. Click the B icon to copy the current product details to the clipboard for use in step 4e below.
4. To request a license for your product:

Log in to the Haivision Support Portal (https://support.haivision.com).

After logging in, click License Requests.

Click the New button.

Select the appropriate device type and click the Next button.

Fill in the form with the appropriate information, and click Save.

Your license request is submitted and you will be contacted by a Haivision representative shortly
with a license key for your product.

5. After you receive a license key, paste the license string in the License text box.
6. Click Save Settings to load the license.

0canTo.

The License Features list is updated to show the new license information.
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Modifying Network Security Rules

By default, most Inbound and Outbound network traffic ports are denied. To allow Kraken input and
output streams to get in and out the VM machine, you need to add inbound/outbound rules to open
some ports for certain protocols. For example, SRT needs some ports opened for UDP. Also, customized
rules should be higher priority than default deny-rules. Example setups are shown following (ports can be

narrowed down to a range too).

The required ports are 22 (SSH), 80 (HTTP), and 443 (HTTPS).

Home
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Note

For more information on SRT, please refer to the Kraken User's Guide and the SRT Deployment

Guide.

Setting Up Transcoding and Encoding

To set up transcoding, you need to define:
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Inputs - the source URL, or an SDI or Analog Composite Input (applicable hardware server
or appliance, cloud or virtual machine instance) for baseband input encoding

Transcoders - audio and video characteristics to change
Outputs - one or more output URLs

Streams - select from defined Inputs, Outputs, Transcoders, and (optionally) Metadata sources.

You may optionally configure Kraken to capture KLV or CoT Metadata from a UDP network source or

from

the SDI or Serial Input interface.

For detailed configuration and operation information, please refer to the Kraken User's Guide.

® Tip

A typical Kraken Azure use case is SRT configuration.

Stopping the Instance

Important

Please be aware that simply shutting down your server via the Console Ul does not deallocate your
instance, and you will continue to be charged for the running instance. To avoid unwanted charges,

you must stop the virtual machine.

To stop your server instance:

1.

Navigate to the VM Machines page in the Azure portal.
2. Click the link for the Kraken Azure instance to open the detail view and click Stop.
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Obtaining Documentation

This document was generated from the Haivision InfoCenter. To ensure you are reading the most up-to-
date version of this content, access the documentation online at https://doc.haivision.com. You may

generate a PDF at any time of the current content. See the footer of the page for the date it was
generated.

Getting Help
General Support North America (Toll-Free)

1(877) 224-5445

International
1(514) 334-5445
and choose from the following:
Sales - 1, Cloud Services - 3, Support - 4
Managed Services U.S. and International
1(512) 220-3463
Fax 1(514) 334-0088
Support Portal https://support.haivision.com
Product Information info@haivision.com
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